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ABSTRACT: The article analyses some questions of using methods of cryptography for protecting the 

information. Examples to the usage of the method are given. Analyzing the attacks and threats of computer 

attacks and attacks on computer systems and networks, and developing tools to prevent them is one of the most 

pressing issues of information security. One of the most important tasks is to protect against unauthorized access 

to confidential and valuable information. Proprietary protection of computer owners 'and users' data is the 

protection of information generated from various intrusions and intrusions, which can cause serious economic 

and other material and non-material damage. The development of today's society is determined not only by the 

advanced technology and technology that is the product of human thinking, but also by the greater importance of 

information. INTERNET networks cover all areas of the society, developing processes for ensuring prompt and 

quality information management. In order to ensure the security of information, the issues of storing and 

transmitting information in an original way, such as encrypted storage and transmission, are important. The 

ancient books of Egypt and India are examples of this. A Greek scholar from the fifth century BCE, Herodotus 

reports that encrypted information in ancient Egypt played the role of a communication language created by 

high-ranking individuals. It is based on three alphabets: writing, divine and secret. The written alphabet was used 

in simple interactions, the divine alphabet was used to represent religious texts, and the secret alphabet was used 

by astrologers to protect the original meaning of the information from strangers. 
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I. INTRODUCTION 

National information resources are one of the factors that make economic and military potential of each country. 

Effective use of this resource will ensure the security of the country and the successful formation of a democratic 

information society. In such a society, the speed of information exchange will increase, and the use of advanced 

information and communication technologies for the collection, storage, processing and use of information will 

be expanded. Different types of information, regardless of their geographical location, enter our daily lives 

through the international computer network INTERNET. The information society is rapidly evolving through 

this network of computers. When traveling the information world, the notion of state boundaries disappears. The 

global computer network is fundamentally changing the government, meaning the government will no longer be 

in control of the mechanism for the dissemination of information. That is why problems such as illegal access, 

use and loss of information exist. All this leads to a decrease in the level of information security of individuals, 

society and the state. The problem of ensuring information security of the state is an essential and integral part of 

national security, and information security is becoming a state's top priority. Information security is the 

protection of information on any media against accidental and deliberate effects, whether natural or artificial. 

The previous risk was only to steal or copy confidential (secret) messages and documents, but the current threat 

is the use of computer data sets, electronic data, and electronic arrivals without the permission of their owners. In 

addition, the pursuit of material benefits from these actions will develop. Information protection is a strictly 

regulated dynamic process that ensures information security of management and production activities and 

ensures the integrity, reliability, accessibility and confidentiality of an organization's information resources. Any 

documented information that is stored in the material must be protected against any illicit treatment that seeks to 

harm the owner, user and other person. 
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Cryptology (cryptos-secret, 1ogos-science) deals with information security issues. Cryptology has two opposing 

directions - cryptanalysis and cryptography. 

Cryptanalysis deals with how to find the original state of encrypted text without knowing the encryption method 

(key or algorithm). 

Cryptography seeks to find and improve mathematical methods of converting information from original to 

changed. The first systematized cryptographic methods were first found in Julius Caesar's business 

correspondence. If he wanted to pass on information to someone anonymously, he replaced the first letter of the 

alphabet with the fifth letter of the alphabet, the second with the sixth, and so on, and converted the original text 

into an encrypted text [1]. Research in the field of cryptographic systems became important and developed, 

especially during the years of World War I. In the postwar years, the creation and improvement of computing 

techniques, deep and extensive penetration into all areas of human activity, naturally requires the development 

and improvement of cryptographic techniques. The use of cryptographic techniques for the protection of 

information systems is particularly important today. Indeed, on the one hand, the role of computer systems in the 

rapid and quality transmission and transmission of large amounts of government and military information, as 

well as economic, personal, and other types of information related to the Internet network, is growing. On the 

other hand, the issues of providing broad protection of such information are becoming more and more important. 

Modern cryptography includes the following four sections; 

1. Symmetric cryptosystems; 

2. Cryptosystems based on public method (key) or open algorithm; 

3. Electronic Signature Systems. 

4. Managing the use of keys in cryptosystems. 

The main areas of use of cryptographic techniques are: transmission of confidential information over a 

communication channel (for example, e-mail), ensuring the authenticity of data transmitted, encrypted storage of 

information in computer systems, and so on. 

Text is a sorted structure composed of elements of the alphabet. 

Encryption is the conversion of the original text, called open text, into the encrypted text state. 

Decryption is a reverse process for encryption, which is to convert the encrypted text to the original text using 

the key. 

The key is the information needed to encrypt and decrypt the original text. 

Electronic (digital) signature is a cryptographic replacement attached to the text that allows the sender to 

determine whether the text is authentic or not. When keys are used by the sender for encryption, the recipient is 

used to recover the information using these keys. The letters changed by Caesar method is found by the move k 

times [2]. This method (Figure 1) can ensure confidentiality of the information. The cryptography system can be 

described schematically as follows. 
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Figure 1: The Scheme of Using the Public and Private Keys 

The formula (1) is used to m characters. 
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In the set of m  characters, the t  index is changed by the formula (2). Here, 
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Based on this formula it is possible to program encryption using public and private keys. The following is a 

snapshot of the encryption method for the public and private keys in Delphi:  

With this program, we perform encryption in Delphi environment using the following window. Figure 2 
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Figure 2: Information Encipherment Application Environment 

 

Perform the decryption using the following window. Figure 3. 

Today, the subject of cryptography is developing rapidly and is being studied by many with great interest. An 

example of this is the banking system in Europe and the Americas. They had little to do with paperwork, and all 

the work had to be done in electronic form. This, in turn, requires the protection of the banking system's 

information, that is, the secrecy. 

The country has fully and successfully passed the system of digital signatures and documents. At the same time, 

the above-mentioned program provides the protection of the necessary information in the banking system and 

other social spheres. If there were not the protection of the created program, it would have previously 

unpredictable consequences. 

 

 

Figure 3: Information Decryption Software Environment 

 

These consequences can have a negative impact on banking system reforms, excessive piracy in the banking 

system, direct involvement of third parties in banking, and weakening the protection of bank clients' deposits. 

The worst of these situations is that it does not adversely affect the sustainable development of the country's 

economy. 
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The software developed to improve the mathematical model of cryptography. With respect to the capabilities of 

this program, we are working on lowercase and uppercase Latin alphabet letters, lower and upper case letters of 

the krill alphabet, 256 characters of the ASC II standard table, and word encryption. 

It takes a lot of work to improve the created program. We believe it is advisable to hire highly qualified linguists 

to create more advanced versions of the program in the future. Now it is more expedient to create our own 

national defense system than to use programs based on other countries' defense systems. 
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