MUHAMMAD AL-XORAZMIY DESCENDANTS OF MUHAMMAD

AVLODLARI AL-KHWARIZMI
SCIENTIFIC-PRACTICAL AND

ILMIY-AMALIY VA AXBOROT-
TAHLILIY JURNAL INFORMATION-ANALYTICAL JOURNAL

3(29)/2024 ISSN-2181-9211

MUHAMMAD AL-XORAZMIY NOMIDAGI
TOSHKENT AXBOROT TEXNOLOGIYALARI UNIVERSITETI




MUHAMMAD AL-XORAZMIY
AVLODLARI

IImiy-amaliy va axborot-tahliliy jurnal

2017 yilda ta’sis etilgan

3(29)/2024

Tahririyat kengashi a’zolari

Maxkamov B.SH.

Sultanov Dj.B..

Tashev K.A.
Raximov B.N.
Nosirov X.X.

Muharrirlar:
Kamilov M.M.
Musayev M.M.
Abduraxmonov K.P.
Jumanov J.X.
Muxamediyeva D.T.
Isayev R.I.
Yusupov A.
Yakubova M.Z.
Xalikov A.A.
Nazarov A.M.
Jmud V.A.
Miroslav Skoric
Dzhurakhalov.A
Abrarov S.M.
Kyamakya K.
Chedjou J.Ch.
Davronbekov D.A.
Anarova Sh.A.
Pisetskiy Y.V.
Nishonov A.X.
Muminov B.B.

Khudayberdiev M.X.

Raximov N.O.
Amirsaidov U.B.
Kerimov K.F.
Ganiyev A.A.
Gavrilov LA,
Gubenko V.A.
Pulatov Sh.U.
Muradova A.A.
Shaxobiddinov A.SH.
Madaminov X.X.

Xudaybergenov T.A.

Ro‘ziboyev O.B.
Yaxshibayev D.S.
Mirsagdiyev O.A.
Puziy A.N.
Saymanov |.M.
Aripova U.X.
Berdiyev A A.

Xudayberganov J.D
Kengesbayev S.K.

— Muhammad al-Xorazmiy
nomidagi Toshkent axborot
texnologiyalari universiteti (TATU)
rektori, Tahririyat kengashi raisi

— Tahririyat kengashi raisi
o‘rinbosari

— Tahrir kengashi raisi o‘rinbosari
—t.f.d., prof. bosh muharrir

— DSc., dots. bosh muharrir
o‘rinbosari

—t.f.d., prof., akademik.
—t.f.d., prof.
—f.-m.f.d., prof.
—t.f.d., prof.

—t.f.d., prof.

—t.f.n., prof.
—f.-m.f.d., prof.
—t.f.d., prof. (Qozog‘iston)
—t.f.d., prof. (TDTrU)
—t.f.d., prof. (TDTU)
— professor (Rossiya)
— professor (Avstriya)
— professor (Belgiya)
— professor (Kanada)
— professor (Avstriya)
— professor (Avstriya)
—t.f.d., prof.

—t.f.d., prof.

—t.f.d., prof.

—t.f.d., dots.

—t.f.d., prof.

—t.f.d., prof.

—t.f.d., dots.

—t.f.d., dots.

—t.f.d., dots

—t.f.n., dots.

—t.f.n,, dots.

—t.f.n., dots.

—t.f.n., dots.

—PhD, dots.

—PhD, dots.

—PhD, dots.

—PhD, dots.

—PhD, dots.

—PhD, dots.

—PhD, dots.

—PhD, dots.

—PhD, dots.

—PhD, dots.

—PhD, bosh muharrir
yordamchisi

— texnik muxarrir
— texnik muxarrir

MUNDARIJA

DASTURIY VA KOMPYUTER INJINIRING
TEXNOLOGIYALARINING ZAMONAVIY MUAMMOLARI
ZaiinmannoB X.H., XomkaeBa J.®., Xypamor JLSI. Pa3paborka
Mouenei/i U  QJIropuTMOB ONTHMAJIBHOI'O YHPABJICHUA CHUCTEMaMHU
OTOILICHHUS U TOPSUETO BOTOCHAOMKEHHI. .. eeveneenenenennenennnennnns 3
Saidov A.A., Sharipov Sh.O. Korporativ logistik axborot tizimlari

ma’lumotlarini  gayta ishlashda predmet-sohaga yo‘naltirilgan
ontologiyani qurish amaliyoti...............coviiiiiiiiiiiii e, 8
Babadjanov E.S. Aglli chorva fermalarini sakllantirishda goramol
kasalliklarini aniglash zamonaviy uslubiyati va algoritmik ta’minoti...... 16
KepumoB K.®., AsuszoBa 3.M. Meroguka aHaiaM3a pHCKOB
WHOPMALIMOHHOKW  0e30maHoCTH  MH(GOPMALMOHHBIX PECYPCOB  IIpH
DHBATCCKIX YTPOBAX . e eeeteeeneteteneeneteteeietet e ene e eneaaenanaenennens 28
Axatov A.R., Eshtemirov B.Sh. Video ma’lumotlar asosida yo‘llarda
tirbandlik holatlarini aniglashning intellektual algoritmlari.................. 35
Gulyamov Sh.M., Doshchanova M.Yu., Ruzibayev O.B.Optimization
of the control of the primary oil refining unit in a fuzzy environment........ 40

Elov J.B., Iskandarova Sh.O., Mirkarimov A.M. Texnogen tusdagi

favqulodda vaziyatlarda ogohlantirish tizimlaridan xabar uzatilishini
modellashtirish...... ... 47
Bekkamov F.A. Tavsiya etish tizimlari uchun foydalanuvchi profilini
yaratish, modellashtirish va shaxsiylashtirish................................. 51
Botirov F.B., Haydarov E.D., Gafurov A.A. Milliy segmentga bo‘ladigar
DDOS hujumlarni aniglash usuli va algoritmi................................. 58

Py3u6aes O.b., JomanoBa M.IO., MypomoB .. DddexkTuBHOCTE
MCIOJB30BaHMs Pa3inyHbiXx Oubmmorexk Python st mymerukiaccoBoi

KITACCHMUKALIAI. . ..+ e s eete e eee e et e e et e et e e e e e ea e ee e e 62
MyxamenueBa JI.T., PaynmoBa M.X. [IpumeHeHre THOPUAHBIX METOIOF
MAaIInHHOTO O0YYEHHUS IS AUATHOCTHKH THAOCTA. . ..evvvnenenenennanen. 71

Geldibayev B.Y., Turmuxanov N.K., Yelmuratov Q.Q. Chorva mollaride
ogsoglikni erta aniglashda tayanch vektor mashinalari algoritmini qo‘llash 79
Baxriddinov A.Q. Parabolik tipli tenglamaga qo'yilgan chegaraviy
masalani differensial haydash usulida yechishning parallel hisoblast
AIGOTTEMI..e bbbt 84
OPTIK ALOQA TIZIMLARI, TELEKOMMUNIKATSIYA
TARMOQLARI VA KOMMUTATSIYA TIZIMLARINING
RIVOJLANISH TAMOYILLARI
Jlazapes A., Peiinnazapos E., KoabimGeroBa J. AHanu3 cpencrts
HUMHTAIMOHHOTO MoaenmpoBanus ceteidt VANET. ... 88
Usmanova N.B., G‘ayratov Z.K. Ragamli igtisodiyot sharoitida aqlli
muhitni shakllantirish masalalari: infratuzilma va texnologik imkoniyatlar

kesimida tahlil............cooooiiiiii 104
MarkypoonoB [I.M. Mojesnb cucTeMsl yIpaBieHHs: MapIpyTH3aluei ¢
HCTIONB30BAHHEM HETETKIX MHOMKECTB. ... c.ueueteenenennenenennenenaenenennees 114
F.K. Tojiyeva, U.R. Khamdamov, R.P. Abdurakhmanov. Machine
Learning Algorithms Analysis For Network traffic classification......... 119

Allamuratova Z.J., Muxammedinov K.K. OpenFlow protokolidan
foydalangan holda dasturiy ta’minot bilan aniglangan tarmoq bilan tarmoq
boshgaruvini takomillashtirish..................... 123
I. Siddikov, H. Khujamatov, A. Temirov. EDGE-FOG-CLOUD
computing technologies in data processing in loT-based energy supply

Y] 1 Pt 127
Lazarev A.P. LoRa texnologiyasining axborot uzatish jarayoni modeli... 133
Qodirov  A.A.  Tarmogning fizikaviy pog‘onasi jarayonlarini

muvofiglashtirishning analitik modeli..........................l. 141

RAQAMLI TELEVIDENIYE VA RADIOESHITTIRISH, SIMSIZ
TEXNOLOGIYALAR VA RADIOTEXNIKANI RIVOJLANTIRISH
ISTIQBOLLARI

Kuchkorov T.A., Sabitova N.Q. Endoskopik tasvirlarning sifatini
baholash usullari..............coooiiiiii 145
Iuceuxunii 10.B., BorunoB K.A. IlepcrniekTHBBI HCIIOIb30BaHUS
MHOKECTBEHHOTO JJOCTYIIA B CHCTEMAX PATUOCBI3H .. eueuevnennnnannnnens 148




126 OPTIK ALOQA TIZIMLARI, TELEKOMMUNIKATSIYA TARMOQLARI VA KOMMUTATSIYA TIZIMLARI...

Foydalanilgan adabiyotlar

1. N. McKeown, T. Anderson, H. Balakrishnan, G.
Parulkar, L. Peterson, J. Rexford, et al., "OpenFlow:
enabling innovation in campus networks", ACM
SIGCOMM Computer Communication Review, vol. 38,
no. 2, pp. 69-74, 2008.

2. D. Kreutz, F. Ramos, P. Verissiomo, C.
Rothenberg, S. Azodolmolky and S. Uhlig, "Software-
defined networking: A comprehensive
survey", Proceedings of the IEEE, vol. 1, no. 103, pp. 14-
76, 2015.3. M. Nobile, D. Prado, R. Vanni and L.
Granville, "Evaluating the performance of OpenFlow
controllers”, Journal of Network and computer
Applications, no. 138, pp. 139-149, 2019.

4. Cwmensuckuit, P.JI. TIpoOneMsl COBpeMEHHBIX
KoMmmbioTepHBIX ceteil / P.JI. CmensHckwit // Tpymer XIX
Bcepoccuiickoit HayqHO-METOIMYECKOW KoH(pepeHIInn
«Tenemaruka 2012». — CII6 : CIIBI' YUTMO, 2012. —
T. 1.

5. K. M. R. Mokoena, R. L. Moila and P. M.
Velempini, "Improving Network Management with
Software Defined Networking using OpenFlow
Protocol,” 2023 International Conference on Atrtificial
Intelligence, Big Data, Computing and Data
Communication Systems (icABCD), Durban, South
Africa, 2023, pp. 1-5, doi:
10.1109/icABCD59051.2023.10220519.

6. OpenFlow-based Experimental Facility Persists
After EU OFELIA Project Ends [DnexTponHEIi pecypc]
/ An official website of the European Union. — 2020.

7. B Poccum Oymer cozman KoHcoprmym
YHUBCPCUTCTOB IO PA3BUTUIO TCXHOJIOI'MU TPOTrpaMMHO-
KOHQUTypHpyeMBIX ceTedl [DnekTpoHHBIN pecypc]. —
2013. - Pexum JIOCTyTIA!
http://www.arccn.ru/media/496/.

8. Lei Y., Tai K. C. In-parameter-order: A test
generation strategy for pairwise testing/ Y. Lei, K. C. Tai
/IProceedings Third IEEE International High-Assurance
Systems Engineering Symposium (Cat. No. 98EX231). —
IEEE, 1998. — p. 254-261.

9. Network Virtualization Report: SDN Controllers,
Cloud Networking and More - Online Edition,
https://www.sdxcentral.com/sdn 2017, last accessed
2017/10/10.

10. O. Tkachova and I. Saad, "Method for
OpenFlow protocol verification,” 2015 Second
International Scientific-Practical Conference Problems
of Infocommunications Science and Technology (PIC
S&T), Kharkiv, Ukraine, 2015, pp. 139-140, doi:
10.1109/INFOCOMMST.2015.7357295.

11. C. Martinez, R. Ferro and W. Ruiz, "Next
generation networks under the SDN and OpenFlow
protocol architecture,” 2015 Workshop on Engineering
Applications - International Congress on Engineering
(WEA), Bogota, Colombia, 2015, pp. 1-7, doi:
10.1109/WEA.2015.7370147.

Allamuratova Zamira Jumamuratovna
Belarus-O‘zbekiston go‘shma tarmoglararo amaliy

texnik kvalfikatsiyalar inistituti O‘quv-metodik bo‘limi
boshlig‘i

Muxammedinov Kobeysin Kuanishovich
Muhammad  al-Xorazmiy nomidagi TATU,
«Infokommunikatsiya injiniring» kafedra doktoranti

Allamuratova Z. J., Muxammedinov K.K.
Improving network management with Software-
Defined Networking using OpenFlow protocol
With the development of network-based devices,
communication networks also grow rapidly and become
more complex, resulting in a large and heterogeneous
network architecture that poses many challenges in
network management. Therefore, network management
is becoming more and more difficult given the existing
network architecture. In this article, we'll look at how
using the SDN OpenFlow protocol can improve network
management.
Keywords: SDN, OpenFlow protocol, network,
packet switching, 1/0 and time parameters.
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I. Siddikov, H. Khujamatov, A. Temirov.

EDGE-FOG-CLOUD computing technologies in data processing in loT-based
energy supply system

This paper examines the advancements in edge, mist, and cloud computing that are being used to improve data
processing for energy management systems in the Internet of Things (IoT). These advancements aim to address issues
related to slow response times caused by limitations in network bandwidth, which occur due to the increased amount of
data being transmitted between devices, power supplies, users, and the cloud. As the number of devices and ways to
process their data within the 10T energy network continues to grow, there is a need for efficient energy data processing
using edge computing, mist computing, and cloud computing technologies.

Keywords: 10T, Edge computing, cloud computing, fog computing, data preprocessing.

l. Introduction

As the Internet of Things (IoT) has become a part of
our daily lives, the number of connected devices is
growing rapidly. The approach based on embedded
systems based on cloud computing technologies will
certainly solve this problem when computing a large flow
of data through 10T sensors. In such conditions, it cannot
provide the required quality of service in terms of
reducing the delay in data transmission. Edge and Fog
computing technology is currently considered one of the
promising solutions for processing large amounts of
important and sensitive real-time data. The uniqueness of
information interaction in the Internet of Things, the
methods and algorithms based on them are fundamentally
different from traditional computer networks, as a task of
developing methods and algorithms that help to choose
the optimal methods of interaction of things on the
Internet defined.

Today, the loT is one of the most important
technologies, enabling the addition of automation and
control to several industries, including transportation,
healthcare, manufacturing, agriculture, energy, and
infotainment. It works by installing sensors and actuators
in various devices used in these sectors that allow real-
time measurement of critical data. This data is transferred
to special data processing servers, where it is possible to
analyze it and act based on it by making intelligent
decisions [1, 14].

IoT provides solutions for many important
applications, including smart traffic management, safe
autonomous driving, energy saving through a smart grid,
remote patient monitoring, machine status monitoring,
smart industrial automation, and smart home security. In
the era of Industry 4.0 and 6G communications, 10T
applications will revolutionize the way industries work [2,
12].

The number of loT-associated gadgets is developing
quickly each day. This makes it troublesome to
productively prepare expansive sums of information
produced by these gadgets. Cloud computing advances
are ordinarily utilized to oversee this information stream,
but they may not give the desired quality of benefit in
terms of diminishing information transmission delays.
Wide and cloud computing innovations are developing
promising arrangements for the real-time handling of
huge volumes of basic and touchy information. The area
of edge-fog-cloud innovations for vitality frameworks
that appeared in Fig.l. can be assessed. These

technologies permit information preparation to require put
closer to the source, decreasing the ought to send
information back and forward to a central server.
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Fig. 1. Edge computing architecture

As the demand for energy increases, there is a need
for reliable and efficient energy management systems. By
integrating edge-cloud-cloud computing technologies
into loT-based energy supply systems, real-time data
measurement and operational efficiency can be improved.
This is done by installing sensors and actuators in various
devices used in these sectors. The number of sensors and
actuators in this system can reach billions, which
increases the computational complexity and energy
consumption of the network. Processing, transmission,
analysis and decision-making of loT data allows for
taking necessary measures to optimize the energy supply
system. In summary, edge, fog, and cloud computing
technologies are important in energy management
systems within the 10T. They allow for real-time data
processing, effective data storage and analysis, and
decision-making on the optimization of energy supply
systems.

I1. Data processing tools

The decentralization of network infrastructure in
energy supply systems presents challenges in maintaining
fault tolerance and resource dynamics. 10T offers various
use cases, including efficient power usage and data
exchange between devices and networks. In energy
management  systems, reliable information and
continuous provision of user energy consumption are
crucial. 10T provides continuous monitoring, increasing
equipment lifespan and operational efficiency. Real-time
remote monitoring and application management are
essential for energy conservation. 10T assets, or energy-
saving applications, contribute to the creation of billions
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of interconnected devices. However, communication
between these devices requires energy for receiving,
transmitting, and storing information. High-performance
10T applications consume significant amounts of energy,
which is a scarce resource. This study aims to reduce
energy consumption in loT-based applications, benefiting
people by saving costs and energy. Fig. 1. illustrates the
data processing approach in smart energy supply systems.
It involves monitoring, analyzing, and optimizing energy
consumers, residences, utilities, city services, and long-
term urban planning.

Overall, edge, fog, and cloud computing
technologies are crucial for efficient energy management
systems within loT. They enable real-time data
processing, efficient data storage, and analysis, and
informed decision-making to optimize energy supply
systems.
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Fig. 2. Data processing and transmission model

To a computing paradigm that provides a universal
approach to the organization of computing to solve
practical problems that require high throughput of the
energy supply system network, the ability to work with
geographically distributed data sources, very low latency,
and local data processing there is a common need. Cloud-
closer computing nodes and connected device-based fog
computing are proposed to bridge the gap between cloud
and loT devices by providing edge computing, storage,
network, and data management for computing capabilities
at nodes closer to the data source.

Data collection methods often have some
shortcomings in data processing and are ineffectively
controlled. This results in incorrect values, impossible
data combinations, and missing data. Analysis of this
unprotected data can lead to incorrect conclusions. The
quality of the data comes first in the analysis. In most
cases, a machine learning project is used for data
processing. In the process of machine learning, the final
result obtained with a large amount of redundant data,
noisy and unreliable data is reduced or completely
eliminated. Data preparation and filtering can take a long
time. This problem is solved by pre-processing the data.

A. Edge computing

In a distributed energy system architecture, data is
processed at the edge of the network, as close as possible
to the data source. Placing computing and storage
resources at the data production location is crucial.
Ideally, computing and storage could also be collocated
with the data source at the edge of the network. For
instance, in Wind Power, a compact enclosure containing
several servers and storage systems can be installed on the

wind turbine to collect and analyze data from sensors on
the turbine itself. It can consist of multiple computing
devices and data storage systems for data collection and
processing. The outcomes of this processing are intended
for human analysis, archiving, integration with other data
for broader analysis, and transmission to a data center [3,
15]. Fig. 3. shows the architecture of Edge computing.
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Machine-to-

Realtinde data buffering optimization
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procefsing Edgejcompisting

o -
o

"
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\
T,

N Internet of Things /

Fig. 3. Eage computing architecture

In traditional enterprise computing, data is typically
generated at the client endpoint, such as a user’s
computer, and then distributed across a network for
storage and processing in a centralized data center.
However, this approach is not well-suited for handling the
increasing volume of real-world data due to issues like
limited bandwidth, latency, and network outages. To
address these challenges, enterprises are adopting edge
computing architectures. Edge computing involves
moving some of the storage and computing resources
closer to the data source, rather than sending raw data to a
central data center. For example, in the context of energy
systems, servers, and storage systems can be installed on
wind turbines to collect and analyze data from sensors on
the turbine. This allows for real-time processing and
analysis of data at the edge of the network. The results of
this processing can then be transmitted back to the central
data center for further analysis and human interaction.

The shift towards edge computing is driven by the
need to handle the ever-growing stream of real-world data
more efficiently. By placing compute and storage
resources closer to the point of data generation,
enterprises can overcome challenges related to bandwidth
limitations, latency, and network outages. This approach
is particularly beneficial for industries like energy, where
data is generated from various sources such as energy
sources, smart meters, microgrids, and environmental
sensors. Overall, edge computing represents a shift in
focus from the central data center to the edge of the
infrastructure. By moving storage and computing
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resources closer to the point of data generation,
enterprises can better handle the increasing volume of
real-world data and derive valuable insights in real time.

B. Fog computing

There are other options for deploying power system
data storage outside the cloud and the edge. The location
of a cloud data center could be quite far away. The
installation of edge computing servers may be quite
restricted in some systems. Physical distributed or hard-
edge computing is made viable using this technology. Fog
computing is a useful idea for this purpose [4, 13]. Storage
and processing are split between edge computing and
cloud computing in fog computing. The fog computing
architecture is depicted in Figure 4.

=~ > >
-
] 1 & ”
“’ﬂ l:' : "“.. 5.

Fig. 4.Fog computing architecture

Fog computing environments are capable of
producing significant amounts of sensor or 10T data over
extremely broad physical areas with ill-defined
boundaries. Several energy supply facilities, for instance,
the smart grid, state energy account management,
microgrid, branded energy supply, energy distribution
systems, and continuous supply for consumers are only a
few examples. It’s possible that the load can’t be
supported by a single-edge installation. As a result, fog
computing can solve some problems and offers the
capacity to manage many deployments of fog nodes in a
data gathering, processing, and analysis environment [5,
8].

C. Cloud computing

Through cloud computing, it provides scalable and
reliable infrastructure resources that are resilient to large
amounts of data errors. The public cloud architecture is
divided into different layers with specific functions. At the
physical layer, cloud infrastructure is supported by a
collection of data centers that house a large number of
application and storage servers. Private servers are
dynamically provisioned and distributed among multiple
users thanks to the virtualization layer. At the application
layer, virtual machines are translated based on cloud
performance. Cloud cost is the cost of performing a
specific task within the cloud. A large, highly scalable
deployment of computing and storage resources in one of
several distributed global locations to store data coming
through the energy supply system. Cloud providers
include preconfigured services for 10T operations, making
the cloud the preferred centralized platform for loT
deployments. turns Figure 5 shows the cloud computing
architecture [6].
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Cloud computing architecture

But even though cloud computing offers enough
resources and services to handle complex analytics
problems, the nearest regional cloud center may be
hundreds of miles away from the data collection point,
and the connections support traditional data centers.
depends on the same unstable Internet connection that
powers it. In practice, cloud computing is an alternative,
and sometimes a supplement, to traditional data centers.

I11. Results and discussion
The terms “fog computing” and “edge computing”
are used interchangeably in many places because they
have many similar features, but there are some differences
between them. Table | shows the main differences
between cloud, fog and edge computing.

Table 1.
The main differences between cloud, edge, and fog
computing
Differen Cloud Edge Fog
ce computing computing computing
Processed by
processors
connected to
Cloud processet_:i by the local
computing network,
servers are at
Data a areat systems these
processi ag located near processors
distance from
ng connected may be some
the source of . .
. . devices or distance
information
Sensors away from
the sensors
that generate
the data
Follows a
centralized
Follows a
model where Follows a .
; . decentralized
data is stored | decentralized .
. model in
on central model in . .
. . which data is
. servers and which data is
Architect . stored on
services are stored on -
ure . - edge devices
provided to edge devices
close to the
the customer and
network and
based on the | processed by
processed by
concept of the same
the same
pay-as-you-
go
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Its main
It can only purpose is to
store locally prtc_)wdznteal-
It can store accumulated Ime data
big data and data, storing pro;ef_:,smg.
perform and rocesi,rin
analysison | analyzing big ?he data g
it. In data becomes sends tF’Ie
. addition, it difficult on
Scaling - - result to the
provides on- peripheral cloud for
demand devices. further
scaling Therefore, analvsis
functionality, | they are less Thusythe.
meaning it is scalable h I" 'tyd
easy to scale | compared to ave fimite
cloud scalability
computing compared to
cloud
computing
Igr?gefitef?r:’l Itisused for | Itis used for
| dataanalysis faster Qata faster Fiata
Applicati analysis of analysis of
to generate
on reports latency- latency-
identify} sensitive sensitive
patterns applications applications
The amount
More of peripheral
powerful computing is
than fog reduced, Limited
Nutrition computing because here memory and
and and edge the proces);ing
storage computing processing
because they | and storage power
have superior | takes place in
capabilities the devices
themselves.
Output This is This i
latency is minimal in slightly
highest in the the case of higher than
case of cloud edge edge
computing computing computing
detai due to the due to the
etain due to the
large smaller distance
distance distance between
between between q
sensors and sensors and SENSOrs an
procgssing procgssing pé%flﬁzzgng
devices. devices. '
Computational tasks require an appropriate

architecture, and an architecture suitable for one type of
computational task may not be suitable for others. Edge
computing has emerged as a viable and important
architecture supporting distributed computing to deploy
computing and storage resources closer to the data source.
Ideally located in the same physical location as the data
source. The emergence of smart meters and microgrid
control units for energy supply systems will depend on the
intelligent systems of the infrastructure. Energy
accounting and adaptive management systems will need
to receive, analyze and share data in real-time. The scale
of the problems that can arise as a result of the increase in
autonomous sources of this demand becomes even more
obvious. This requires a fast and responsive network.
Edge, fog, and cloud computing are expected to address

key network constraints: Transferability, latency, and
congestion or reliability [7, 9].

Transferability. Bandwidth is the amount of data a
network can transmit in a given time interval, usually
expressed in bits per second. All networks have limited
bandwidth, and these limitations are more severe for
wireless communications. This means that the amount of
data or the number of devices that can transmit data over
the network is limited. While it is possible to increase
network bandwidth to accommodate more devices and
data, the costs can be significant, there are still high limits,
and this does not solve other problems.

Latency. The time it takes to transfer data between
two points on a network. Ideally, data would be
exchanged at the speed of light, but long physical
distances combined with network congestion or network
failures can delay the movement of data across the
network. This delays any analytical and decision-making
processes and reduces the system’s ability to respond in
real time. For critical facilities of energy supply, the
limitation of the operation of the system can be expensive.

Traffic jam. The Internet is essentially a global
network of networks. While it has evolved to offer good
general-purpose data exchange for many everyday
computing tasks, such as file sharing or basic data
transfer, the amount of data associated with billions of
devices is overwhelming on the Internet. and this large
amount can cause a blockage. Data transfer time In other
cases, network outages can increase traffic and even
completely disconnect some Internet users, making the
Internet unusable during the outage.

By deploying data production servers and storage,
edge computing can handle multiple devices on a much
smaller and more efficient LAN. High bandwidth is used
only by local data processing devices, which virtually
eliminates latency and congestion. Local storage collects
and protects raw data while allowing edge servers to
perform critical analytics at the far edge, or at least pre-
process, minify, and send some simple data from the
results to the cloud or data centers. used for real-time
decision-making before [10].

A. Data processing method

Information overload is one of today’s challenges,
and therefore, acquiring more data and processing it
efficiently requires more cost and effort in big data-based
energy supply systems. The proposed model in Figure 6
provides for solving the problem of reducing the amount
of energy in processing for energy supply systems.

With the emergence of response-time-sensitive
energy consumers in power supply systems, the remote
cloud cannot meet the need for ultra-reliable, low-latency
communications of these applications [11,16]. Also, some
apps may not be able to send data to the cloud due to
privacy concerns. These connected devices generate large
amounts of real-time data through 10T sensors and
transmit it to servers.
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Fig. 6. Data processing architecture

Today’s existing communication data architectures
are designed to take into account the load that occurs
when transmitting and processing such an astronomical
amount of data. In current implementations of cloud
applications, most of the data that requires data
generation, storage, analysis, and decision-making is sent
to data centers in the cloud. As the amount of data
increases, the need to transfer data between the IoT device
and the cloud becomes inefficient or in some cases
introduces errors that may occur due to bandwidth
limitations or latency requirements [17].

B. Comparison of edge, fog, and cloud
computing technologies

From a practical point of view, based on the need to
create and return data in data transmission and processing,
Table 1l examines the main differences in data
transmission between edge, fog, and cloud computing
technologies.

Table 2
A comparison of edge, fog, and cloud computing in data
flow representation

Characteristic Edge Fog Cloud
Placement Scattered Scattered Centralized
Components Edge nodes | Fog nodes Virtual
resources
Location + +
awareness
Calculation Limited Limited Unlimited
Save Limited Limited Unlimited
Information Process Process Process
The distance to
the data source The closest Close Long
Response time | The fastest Quick Slow down
Nodes are . .
counted Very big Big Small

In the relative distribution of computing resources
defined by the concepts of edge, fog, and cloud
computing, cloud computing is a separate data processing
center or a network of data centers located far from the
user, but providing high computing capabilities. On the
other hand, edge computing is located directly at the edge
of the computing system and provides less computing
power, but is located close to the consumer of these
resources. Fog computing is located between the edge of
the network and the cloud data center, providing critical
computing resources close to the end user, on the other

hand, it is not comparable to the overall size of cloud
computing but can be customized and scaled.

Conclusion

The analysis of this study shows that the use of edge,
fog, and cloud computing technologies in a hybrid state
reduces the confusion that often occurs by combining the
concepts of fog and edge computing within the framework
of considering their evolutionary development and key
features. As a result of the analysis, we found that the
dynamic changes of edge computing, and fog computing
will lead to the disordered state of the network topology,
and the collision of data sources when accessing Internet
of Things resources in fog and cloud computing.
Heterogeneity, the demand for energy efficiency, and the
possibility of data exchange in the Internet of Things.
affect temporal characteristics. When designing energy
supply systems through 10T, it is necessary to consider
these problems and create new methods and algorithms
that allow obtaining optimal solutions for the organization
of information interaction in the conditions given for the
operation, taking into account the specifics of the work.
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1.X.Siddikov, X.E.Xujamatov, A.A.Temirov
loTga asoslagan energiya ta’minoti tizimida
ma’lumotlarga ishlov berishda edge-fog-cloud
computing texnologiyalari

Ushbu magolada Internet of Things (loT) ga
asoslangan energiyani ta’minoti tizimlari uchun
ma’lumotlarni ishlov berishning yaxshilashi uchun
foydalaniladigan edge, fog va cloud hisoblash sohasidagi
yutuglarni ko‘rib chigadi. Ushbu yutuglar qurilmalar,
quvvat manbalari, foydalanuvchilar va bulut o‘rtasida
uzatiladigan ma’lumotlarning ko‘payishi natijasida
yuzaga keladigan tarmogq  o‘tkazuvchanligidagi
cheklovlar tufayli yuzaga keladigan javob vagtlarining
kechikishlari bilan bog‘lig muammolarni hal gilishga
garatilgan. 10T asosidagi energiya tarmog‘ida qurilmalar
soni va ularning ma’lumotlariga ishlov berish usullari
o‘sishda davom etar ekan, edge, fog, cloud hisoblash
texnologiyalaridan ~ foydalangan  holda  energiya
ma’lumotlarini samarali gqayta ishlashga ehtiyoj bor.

Kalit so‘zlar: loT, Edge computing, bulutli
hisoblash, tumanli hisoblash, ma’lumotlarni oldindan
gayta ishlash.
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