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Abstract. This work presents a minimal set of quantum physics concepts necessary to
understand the ideas and tools of quantum cryptography. The priority areas of the development
of quantum cryptographic distribution systems based on the coding of the quantum state of a
single particle are described. Based on the laws of quantum mechanics, the structure of secure
data transfer protocols, called quantum protocols of data transfer, is described. In this study,
guantum data transmission protocols were considered.

Keywords: quantum information theory, quantum cryptography, quantum of keys
distribution.

1. Introduction

The main purpose of cryptography is to hide data, this process is usually carried out by
encrypting them. Over time, cryptography began to solve other problems similar to encryption in
terms of methods of solving them, for example, the creation and distribution of tokens, the
problem of audit of parties, etc. In this case, as a result of the coordinated efforts of users, the
solution of such problems is called cryptographic protocols [1].

At the beginning of the XX century, it opened up a close connection between Informatics
and physics. At first glance, success in solving many problems that are associated only with
information technology and Information Protection can only be achieved in a physical way.
Before the scientists, there were two main questions [2]: how large are the possibilities of
guantum algorithms and how it is possible to create devices that implement these algorithms.

In the 60-ies of the XX century, when information technology and computer technology
began to develop rapidly, a new science - quantum information theory was born. He studies
guantum mechanical States and their ability to participate in the transmission and processing of
data. Quantum theory is a mathematical model of modern understanding of the physical
properties of the surrounding world and the physical systems that it consists of [3].

2. Main part

Basic concepts of quantum information theory. Quantum information theory works with
guantum states, Studies their properties and laws. This science is built on the concepts of
quantum states and wave function. On their basis, such concepts as quantum bit, the collapse of
wave function and the Prohibition of cloning are formed.

Let's dwell on each of the concepts in detail.

There are significant differences between quantum and conventional information theory.
First of all, the concepts of quantum particles and particles differ from each other. If there are
such properties as coordinates, mass and Magnitude in classical physics for a particle that is
regarded as some body in space, then it is impossible to determine in quantum physics which
part of them is located (Heisenberg’s uncertainty principle). Nevertheless, it was possible to
predict their behavior with a certain probability, which can be described only after a complete
rejection of the classical physical properties of the system. This led to the introduction of a new
concept of principle - "quantum state" [4].
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Quantum state is the positive Hermit operator in the N gilbert phase. In other words, it is a
complete set of data (physical dimensions) that determines the characteristics of the system. The
information identified by the system is directly related to the system itself.

The description of the complex quantum system is based on the superposition principle.
Condition-this is the vector size, which in quantum theory is denoted by the sign )

The first line is based on the encoding of the quantum state of a single particle and is based
on a principle, in which two non-orthogonal quantum states can not be distinguished in an
absolutely reliable way [6].

It is possible to indicate the state of any two-level quantum-mechanical system as a linear
superposition

|w)=|0)+ 1)
There are |0) and |1) with complex coefficients e-and g of the condition, in addition
o (8] =1
If |y,,w,) =0 condition is not fulfilled, that is, if the condition is orthogonal, then the laws

of quantum mechanics do not allow you to reliably distinguish two quantum states
|vi)=l0)+5]1)

and

) =er]0)+ 1)

The safety of the first line is based on the theorem that prohibits cloning an unknown
quantum state. Due to the integrity and linearity of quantum mechanics, it is impossible to make
an exact copy of an unknown quantum state without affecting the initial state. Suppose the
sender and receiver use two-level quantum systems to transmit data that encodes the state of
these systems. If the attacker violates the storage medium sent by the sender, he measures his
condition and sends it to the recipient, then the condition of this tool will be different than before
the measurement. Thus, listening to a quantum channel leads to errors in transmission, which can
be detected by legitimate users [5].

And in the protocol BB84, it uses four quantum states of photons, the direction of the
polarization vector, one of which the sender chooses depending on the transmitted bit: "1" to 90°
or 135°,“0 " to 45° or 0°. A pair of quantum states corresponds to 0(|0(+)>)and (1) belongs to

the basis"+". The other pair quantum states correspond to 0(‘O(X)»and 1(]1())) belong to the " x "

basis. Inside both bases, the cases are orthogonal, but in different bases the cases are non-paired
orthogonal (orthogonality is necessary to identify attempts to obtain information).

The difference of our work from the protocol BB84 is that the process of creating a key is
developed at the following stages.

A random number generation is selected by the first client and sent to the service via
special IPS and ports.

The second side is also connected to the server through the same IP and port as above, a
random number generation sent by the first client generates the numbers chosen. The generated
numbers are compared with the numbers created on the basis of the generation of random
numbers from the second side and a single key is created. The same created single key yields the
key for both sides.

The number of cases in which the selected keys correspond to each other will be equal to

the average length of the original sequence, that is, , =1 [7].
2

Through quantum cryptography, the key distribution is seen below.




mBéBEK SCIENCE AND EDUCATION IN THE MODERN WORLD: 23
CHALLENGES OF THE XXI CENTURY"
ASTANA, KAZAKHSTAN, FEBRUARY 2023

The principle of operation of the key distribution and the analytical software tool created
by our principle is as follows.

The value of the program in the IP and port field is selected the address that needs to be
calculated [9].

In the Server part, the Start server, the Stop server sections are located.

L

Server IP : 169.254.235.22 Start server | _Stop server
Pon : 1521 -

Server Code : null
Client Code : null

Key : null

1-picture. Server application key allocation

e rorm TS
P : [169.254.235.22 Connest |
Port : [1521

Server Code :
Client Code : 0110011001

Key : null

2-picture. Determination of address and Port

The client section is located on the IP and Port sections corresponding to the same IP. In
the Server side section, keys are generated based on the generation of random numbers chosen
by the Server side. In the Client side section, the numbers generated by the client based on the
generation of random numbers are written. Key ID is generated from the comparison of the
Server and client key while the public single key is generated [8-9].

- 55 Forml N
Startserver | Stop server
Seneiibe 5 ISH A0 [Satzaner | IP: 192.168.43.188 [ Coment |
Port : 50909 v Port : 50909
Sorver Code - 1101111101 Server Code : 1101111101
Client Code : 0110010001
Client Code : 0110010001
Key : 1101
Key : 1101

3-picture. Common keys for all
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3. Conclusion

At the moment, quantum cryptography is the only alternative to asymmetric encryption
systems in the problem of key distribution. In view of the above, in the event of a significant
drop in the complexity of hacking asymmetric encryption systems, quantum cryptography has
the potential for development.

However, the high technological complexity of the organization of systems using the
principles and methods of quantum cryptography does not allow it to displace asymmetric
systems even with a sufficiently high level of development of modern technologies.
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